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A B S T R A C T 

As the number of wireless devices continues to increase rapidly, mobile ad hoc networking 
(MANET) has emerged as an exciting and significant technological advance. MANETs were 
susceptible to attacks because of their open media, continuously changing network design, 
cooperation mechanisms, lack of a protective measure and management point, and a 
coherent layer of attack. However, regular functioning frequently generates traffic 
corresponding to a "signature attack," which leads to false alerts. One of the significant 
disadvantages is the inability to identify new attacks without established signatures. In this 
article, we describe our efforts towards creating the capability for MANET intrusion 
detection (ID). Based on our previous works on outlier detection, we explore how Intrusion 
Detection in Partial Swarm Optimization (IDPSO) and Support vector Regression(SVR) may 
improve an anomaly detection method to give additional information about attack kinds and 
origins. We can use a basic formula to determine the attack type for many well-known 
assaults whenever an anomaly is detected. 
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Introduction 

 With wireless devices like Wireless telephones, PDAs 

and mobile laptop computers rapidly spread over the past 

several years, the potential and significance of mobile Ad 

Hoc networking are becoming evident. A MANET create by a 

collection of wireless mobile nodes which frequently have no 

fixed network support. The nodes must collaborate by 

sending packets to connect with nodes across the radio 

range. Many major MANET applications are available [3]. 

 All wireless communication technology needs 

collaboration since the systems to need to work 

cooperatively, and at least the edge hosts need compatible 

and somewhat defined transmission methods and protocols. 

However, the cooperation requirement for Ad Hoc networks 

is extremely severe and maintained at all levels of the 

system. In the appropriate environment, cooperative did not 

always anticipate these difficulties.  
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The downloading of sensitive information to public 

cloud providers present safety concerns, including 

accessibility, privacy and business integration. In addition, 

non-stop cloud providers have resulted in high levels of 

infiltration and abuse. The only permanent option to 

safeguard information and cloud resources for users is the 

deployment of firewalls and intruder detection systems. 

Some attacks, such as DOS, are too sophisticated for 

firewalls; you may employ attack detection techniques to 

identify different kinds of attacks. 

Intelligent and meta-heuristic algorithms have recently 

become the most utilises methods of attack detection. 

Meta-heuristic algorithms may use to analyse attack 

databases or to maximize and improve classifier accuracy. 

These techniques are thus trustworthy and appropriate for 

assaults and abnormalities. SVR was used to categorize the 

assaults, and then IDPSO utilises the method Particle Swarm 

to improve and enhance the accuracy of this classification. 

Figure 1 shows the intrusion detection architecture for 

MANET. 

In this work, the IDPSO functions are implemented and 

SVR utilises as evaluator for the PSO genetic algorithm using 

Alinteri J. of Agr. Sci. (2021) 36(2): 76-81 

e-ISSN: 2587-2249 

info@alinteridergisi.com 

 

http://dergipark.gov.tr/alinterizbd 

   http://www.alinteridergisi.com/ 

DOI:10.47059/alinteri/V36I2/AJAS21117 

RESEARCH ARTICLE 

mailto:info@alinteridergisi.com
http://dergipark.gov.tr/alinterizbd
http://www.alinteridergisi.com/
http://www.alinteridergisi.com/


Pazhanisamy, K. and Dr. Parthiban, L. (2021). Alınteri Journal of Agriculture Sciences 36(2): 76-81 

 

77 

a single-to-rest approach arising a multi-user issue literature. 

The findings show that our approach has shown a higher 

accuracy compared to the classification methods. 

 

 

 

 
Figure 1. The intrusion detection architecture for MANET 

 

Related Work 

Attacks on a node as an individual can occur in a 

network, and the attack locations are not limited to a 

specific layer of protocol, and may impact multiple protocol 

layers simultaneously. Malicious attacks can occur on a node 

as an individual in a network, and they are not limited to a 

specific protocol layer[1]. A technique for detecting[2] the 

lost packages on the basis of only one hashing chain and a 

unique hash tag commitment. The way the technique is 

implemented largely relies on the way redundant data 

packets are sent and secret keys are shared across nodes. 

The source node must also anticipate the transmitted status 

of the next packet header. The main disadvantage of the 

method is that latency management is already too large, 

especially whenever the networking size is larger, a public 

key can be guaranteed of being transmitted. 

The FS method [7] and classification using a (SVM) 

Vector Support Machine. The study also included the 

examination of intrusion detection and FS categorization 

methods. In addition, soft computing methods emphasize 

the research difficulties of intrusion detection: PCA and 

(PSO) FS particle swarm optimization for transformation 

features. The theoretical approach for intrusion detection 

presented using the SVM Classification on the datasets KDD 

Cup 99. This study effort further expanded utilizing the NSL-

KDD datasets neural network. [9]evaluated various 

computing SR techniques and found that regression methods 

have disadvantages in identifying and usually out 

performance of unknown parameters. The unknown 

regression technique parameters calculated via optimization. 

A novel distributed clustering[10] technique for lengthy, 

prototype-implemented Ad Hoc sensor networks. Besides the 

available load levels in sink node, The approach provided 

doesn't really assume any infrastructure presence or node 

characteristics in general. An energy-efficient distributed 

clustering technique, Hybrid Energy-Efficient Distributed 

clustering (HEED), is given here that chooses heads of 

cluster on an ongoing basis that are appropriate for each 

node's remaining energy and its closeness to node degree or 

other nodes. HEED completes the job with O-turns, makes a 

little overhead message that obtains a fairly consistent 

distribution of cluster heads throughout the networks. 

A method to hybrid node scheduling[11], it includes 

sleep schedules in time-drived modes for regular monitoring 

areas of interest and weather schedules event-driven modes 

for tracking emergencies. A error rate is incorporated in the 

sleeping pattern to improve reliability in the sensor nodes. A 

wake-up sensors threshold and normal sleep restriction are 

provided in the awakening plan to minimize energy use.  

The Extended Version of the SEER Protocol is a Basic 

Energy-Aware Routing Protocol (BEAR) [12]. In-network set-

up authors introduce a novel method to balance the network 

by computing a likelihood for each neighbouring node and 

using the probability for selecting the delivery node instead 

of remaining energy in SEER. They also utilized an 

apprenticeship to maintain the level of power of each node 

where the significance of the sender added to the data 

header. There is thus no requirement for energy 

communication such as the SEER protocol. 

 

Proposed Work 

 In this part, we review our previous anomaly detection 

work and explain how to figure out the kinds of attacks and 

origins of certain known assaults after reports of an 

abnormality. Let's start by describing various MANET assaults 

and the incursions in our tests. 

 

MANET Attacks  

About intrusion detection and reaction, abnormalities 

related to both the result and the method of the assault 

should be observed and analyzed. While this shows that an 

assault occurred or is spreading, the technique may 
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frequently assist in determining the attacker's kind and even 

the identity. 

 According to their effects, MANET attacks may be 

classified as follows: 

Deprivation of sleep: a node is obliged to expend its 

power. 

Egoism: A node is not a conduit to other nodes. 

Rushing: may be utilized to enhance the messages from 

the manufactured route. Certain routing communication 

classes have the characteristic that the receiver recognizes 

only a message arriving first in multiple routing protocols. 

The attacker merely distributes a fraudulent control signal 

to prevent subsequent legal communications. 

Routing Loop: Added a loop in a route path. 

Partition of Network: A linked network subdivided into 

k subnetworks, where nodes in various subnetworks cannot 

interact while a route exists between them.   

Dropping packet: A node loses packets of data it should 

transmit. 

Spoofing: injecting or controlling packets with amended 

source addresses. 

Denial-of-Service: A node cannot receive and transmit 

data packets to destinations. 

Blackhole: All traffic routed to a particular node that 

cannot transmit any traffic. 

Manufactured route message: harmful content 

messages (route requests, route responses, etc.) will 

injected into a network. The techniques specified include: 

Poisoning cache: the information saved in the tables is 

either amended, erased or misrepresented. 

Wormhole: between two nodes, a tunnel used for the 

covert transmission of packets formed. 

Malignant swamping: Deliver extraordinarily vast 

amounts of information or controlling messages to the entire 

network or specific target nodes. 

 

Particle Swam Optimization 

 The next branch of evolutionary algorithms, based on 

team dynamics and synergy, is Particle Swarm Optimization 

(PSO). It was born of coordinated action simulators in big 

birds or in fish schools. Such algorithm utilize n-dimension 

particles to look for solutions for an n-variable operational 

optimization process, since these animals wander about a 3-

dimensional world, seeking food or avoiding predators. 

Individuals in PSO are referred to as particles, while the 

whole community referred to as a swarm[4]. 

 The starting swarm usually generated to disperse the 

populations of the particle uniformly across the search area. 

Every particle is updated at all times, following two "best" 

values, termed pbest and gbest. Each particle maintains 

records of its locations in the issue space linked with the 

particle's best solution (fitness). Stored this fitness value and 

named pbest. When a particle accepts whole populations as 

its topographical neighbour, the best deal is a "best" global 

value and is termed gbest. The PSO's pseudo-code provided 

below.  

 
 

We first selected the necessary particle number based 

on particle swarm principles and then randomly generated 

the initial alphabetical string coding for each particle. We 

encoded each particle in evolutionary algorithms for the 

imitation of the chromosomes. The S=F1 K Fn, n=1, 2, k, m 

binary alphabetic string has coded for each particle; the bit 

{1} indicates a chosen feature, while the bit {0} indicates a 

non-selected function. 

Each renewal of particles is dependent on their 

adaptive value. For each particle renewal, the best adaptive 

value is pbest, and the most significant adaptive value within 

such a pbest group is gbest. Once we have pbest and gbest, we 

can monitor pbest and gbest particle characteristics in terms of 

their location and speed. The research uses a binary 

representation of a PSO algorithm for optimizing particle 

swarm[5]. The area within each particle provided in a binary 

number from which the fitness required.  

Initially, SVMs (Support Vector Machines) developed to 

solve issue classification[31]. SVR is an SVM variant[6]. The 

SVR model's fundamental functions intended to give a non-

linear mapping function that can map the training data to 

ample functional space. The training data set is indicated by 

the input location, the actual output and the amount of the 

data; it is the SVR function    

𝑎 = 𝑓(𝑏𝑖) = 𝜔𝑀𝜑(𝑏𝑖) + 𝑧  ………….. 1 

𝑓(𝑏) =∑(𝛼𝑖 − 𝛼𝑖
∗)𝑚(𝑏𝑖 , 𝑏)

𝑛

𝑖=1

+ 𝑧. . . . . . . . . . . . . . . . . . . . .2 

𝛼𝑖 ∧ 𝛼𝑖
∗ consists of the Lagrange multipliers and is a 

kernel function. When applied to the SVR input space, the 

kernel function produces a nonlinear decision hypersurface. 

The Stochastic radial basis (RBF) kernel, the most commonly 

used kernel, conducts a mapping function between the 

spatial domain and a high-dimensional space. Still, it is also 

simple to construct, making it ideal for addressing nonlinear 

issues; it was the motivation for using the Stochastic RBF 

kernel in this research: 

𝑘(𝑏𝑖 , 𝑏) = 𝑒𝑥𝑝(−𝜎 ∨ 𝑏 − 𝑏𝑖 ∨
2). . . . . . . . . . . .3 
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Figure 2. Flowchart for IDPSO and SVR 

 

Results and Discussions 

In this research, we use a standard datasets, which is 

the raw data from the 2019 intrusion detection competition. 

This database contains a large number of intrusions that 

modeled in a militarized network environment, and it serves 

as a standard benchmark for the assessment of intrusion 

detection methods in general. In general, probes and denial-

of-service assaults account for the majority of all attacks. 

Compromises, for example, are among the most intriguing 

and hazardous assaults, but they are severely 

underrepresented. Each connection record in the data set 

contains 41 characteristics, plus one class label, which totals 

42 attributes in total. There are 24 different attack kinds, 

but we consider them all as a single attack group. It is 

necessary to process a data collection of size N. The nominal 

characteristics transformed into nonlinear numerical values 

via a linear discrete value transformation (integers). After 

the labels removed, the data set may represent a vector X 

with N row and m=41 column (attributes). There are eight 

discrete-value characteristics and thirty-three continuous-

valued attributes in the database. Table 1 describes the 

daaset of KDD intrusion detection. 

 

Table 1. Intrusion detection KDD dataset 

Category types Occurrence percentage Instances 

Network 20.0134 55,236 

Blackhole 0.023 5,266 

Dos 5.377 2,11,853 

Probe 1,370 100 

Whitehole 71.002 17,432 

 

 
Figure 3. Occurrence of attacks percentage 

 
Table 2. Comparison with proposed work 

Methods Accuracy 

MI-BGSA[13] 88.36 

Proposed approach 99.32 

 

 
Figure 4. Comparison chart 

 

Conclusion and Future work 

 In this work we use vector regression techniques and 

optimization of particle swarm for intrusion detection in 

order to avoid a harsh characterization among-st regular 

class and specific intrusion classes. We discuss the current 

state of IDPSO and SVR based intrusion detection systems, 

and propose potential data mining-based solutions. PSO, SVR 

based techniques for network security data minimization are 

explored. The detection model of intrusion is a 

compositional model requiring several theories and methods. 

Either one two models can rarely provide satisfactory results. 

We intend to use additional intrusion detection theories and 

methods in our research plan. 
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